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Cutting costs in IT
security is a bad policy

Bustness I'T security is a peren.
nially favourite topic of discus-
sion, writes Robuet May, man-
aging director of ramsac.

From SMEs 1o multi-aational
catporations land even in
government clroles), the sedur
rity of IT systems is much
digcupsed and yor there is a
feeling that maybe it is not
siways given the comsideration
it deserves. Al o recenl confer-
ence. CompTiA CEO Todd
Thiboduanx suggested thar i
would be sensible to allocate
1% of a compeny’s I'T budge!
o providing secutity, and yot
the evidence suggasis that in
reality this is often not the
case, For exemple, & Gartoer
survey recently found that
the indosiry average spend on
IT security is only about five
percont. Perhaps even more
startiing is u report by the
Ponemon Instiiute, Cenxic and
Batracoda Networks which
fouad thar 8% of compantes
surveved indicate they spend
mare on coffee than they do on
ancuring Web applications

In my exporience thls ket
unusual, If we took a poll
across & cross section of small
businesses [ saspect many
would say they sither don’t
have & speclBc budgatary sllo-
cation for 1T security or that it
is a minimal omound. o why
ts there » shartfall betwoon the
professionally suggested levels
and the reality of IT security
within the businsss wordd!

Having spoken to and worked
with counthbess F nanugers and
business owners the anecdotal
evidence is thal providing IT
socurity is, 1o many, & task with
samewhot Intangible bone-

fits. Liko buying insurance,
Invasting o T security dossnt
give an immediate, visible,
businoss benefit io the same
way that purchasing a smart-
phome or company ¢ar daos: In
fact, very much like insurance,
it u purchase that will only
teally remind you of lts worth
when dissstor strikes and then
it will also make it very evident
whethor you have Bought the
right of wrong product for your
nands

Whilo failing to find the right
fevel of protection couid poten-
teally Joave your business open
to serfous prodlems, paying |
over the odds for products you
don't need mokes equaily bad |
business sense. So like most
business decisions, loding |
the right balance s vital. The |
suggested 10% of budget may |
be o good guide, bat oxterally |
all arganisations ave difterent
and the appropriste amount
will vary depending oo a wide
range of factors, including the
type of business and the poten-
tiad thrests to it

Wisn considering 1T secarity
for & business it is vital 1o under-
stand the tvpes of throats That
cotsld he 2 problem and the weak
points in the arganisation that
keavo it valowrably. For compa-
nios that run an anlioo uedering
or sales systom this coubd mean
a specific threat to costomer’s
acount or financial details by
I'Tsavvy criminals, Most busi-
nessos hold poarsonal detalls
on their systems and thero is o
potontial tisk that thesy can be
hickesd remotely without proper
pretection baing n plscs Al the
most bagic level, all businessos
are open to throats via email |
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